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Overview

In this lab, you will learn
• how to set up a SDN emulation environment on your own laptop or PC; how to connect 

and access the environment from your laptop; simple examples of Mininet and some 
development tools;

• how to write and run custom topology in Mininet; the basic knowledge and APIs of the 
controller platform you choose (here we take POX as an example); how to implement 
network functions, such as hub, switch, and firewall, on the controller platform;

• the IP load balancer component of POX and its usage together with L2 learning switches; 
the problem of containing connection loop in network topology for SDN and how POX 
handles it via the spanning tree module; the load balancing via routing on multiple paths 
in SDN.



Environment Setup

• Set up Virtual Machine
• Connect and Access VM
• Start Mininet
• Related Development Tools
• Mininet Walkthrough



Mininet Custom Topology #1

• Create Topology Template as mytopo.py



Mininet Custom Topology #1

• Run with sudo mn

sudo mn --custom filepath --topo mytopo



Mininet Custom Topology #2

• Implement Mininet as Python script mynet.py



Mininet Custom Topology #2

• Run by executing Python

sudo python mynet.py



Update of Lab Task

• No need to run --test lab2test via sudo mn



Implementation of lab2Test

• Looking for methods in Mininet Python API
• http://mininet.org/api/classmininet_1_1net_1_1Mininet.html
• example: 

http://mininet.org/api/classmininet_1_1net_1_1Mininet.html


POX as Remote Controller

PuTTY Session 1

Run Mininet and enter CLI for conducting tests

PuTTY Session 2

Run POX as the Remote Controller

127.0.0.1 : 6633



Hub Behavior

h1 xterm console

h2 xterm console

h3 xterm console

Conduct ping test to h2

POX 
Controller

Hub

Run tcpdump to capture traffic

Run tcpdump to capture traffic



Switch Behavior

h1 xterm console

h2 xterm console

h3 xterm console

Conduct ping test to h2

POX 
Controller

Switch

Run tcpdump to capture traffic

Run tcpdump to capture traffic



Implementing Switch

• Look into the of_tutorial.py file in pox/pox/misc
• create a copy of of_tutorial.py
• implement the logic of act_like_switch()

• change to evoke act_like_switch() in _handle_PacketIn()



Implementing Firewall

• Create a copy of your implementation of switch
• implement the blocking logic in _handle_PacketIn()



IP Load Balancer



IP Load Balancer with Learning Switches

./pox.py misc.ip_loadbalancer --ip=10.0.1.1 --servers=10.0.0.1,10.0.0.2,.. 
--dpid=2 selective_switch --ignore-dpid=2



Load Balancing via Path Routing



Path Routing for Data Sync Tasks



Step 1: Create Custom Topology

datacenter.py



Step 2.1: Retrieve Connection Info. at Mininet

Node To Interface Port

s1 ha s1-eth1 1

s1 s2 s2-eth2 2

…

…



Step 2.2: Confirm Port Info. at POX
start the POX controllerof_tutorial_lab3.py

conduct ping tests

output at the POX controller



Step 3: Install Flow Entry at Switches

Controller

Packet
e.g. ha ping hb
1) packet p1 approaches s1 from ha
2) s1 has no matched flow entry for p1
3) s1 sends p1 to controller
4) trigger _handle_PacketIn() at controller
5) create all flow entries for s1 at controller
6) send flow entries for installing to s1 from controller
7) packet p2 approaches s1 from ha
8) p2 is matched with flow entry at s1
9) p2 is sent to s2 via the corresponding port



Step 3.1: Logic at Controller

general function to 
install a flow entry

identify the switch id 
and install all entries 

for the switch



Step 3.2: Install Flow Entry Function

for the purpose of 
ping tests



Step 3.3: Identify Switch and Install Entries 

act_in_lab3(self, switch_id)

_handle_Packet_in

install flow entries for all possibilities of src, dst pairs 
at the corresponding switch

build the IP and port 
dictionary according to 
you connection table



Step 4: Validate the Installed Routing Rules
Conduct following ping tests to trigger the 
flow entry installation for all switches at 
controller
• ha ping –c1 hb
• hb ping –c1 hc
• hc ping –c1 hd
• hd ping –c1 he
• he ping –c1 ha
It is okay if the ping tests fail

Test the connectivity for each tasks then
• ha ping –c1 he
• he ping –c1 ha
• hb ping –c1 he
• he ping –c1 hb
• hb ping –c1 hc
• hc ping –c1 hb
• ha ping –c1 hc
• hc ping –c1 ha
The ping tests between other host pairs will fail



Step 5: Traffic Generation

download_ha.py

create a 100MB file

setup a HTTP server

at xterm ha and hb

Run only Task 1
at xterm he

create a similar one download_hb.py

python download_ha.py 20

Run only Task 1 & 2 at the same time
at xterm he
python download_ha.py 20 > he_ha.txt & python 
download_hb.py 10 > he_hb.txt &

outputs will be at .txt files

python MultithreadedSimpleHTTPServer.py 80
for multi-thread HTTP server



Step 6: Run Experiments
Run Task 1 & 2 at xterm he
python download_ha.py 20 > he_ha.txt & python 
download_hb.py 10 > he_hb.txt &

Run Task 3 & 4 at xterm hc
python download_hb.py 30 > hc_hb.txt & python 
download_ha.py 20 > hc_ha.txt &

Check the running time at .txt files

Conduct the experiment for the given paths

Conduct the experiment for the your planning of paths



Q&A
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