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Overview

In this lab, you will learn

how to set up a SDN emulation environment on your own laptop or PC; how to connect
and access the environment from your laptop; simple examples of Mininet and some
development tools;

how to write and run custom topology in Mininet; the basic knowledge and APIs of the
controller platform you choose (here we take POX as an example); how to implement
network functions, such as hub, switch, and firewall, on the controller platform;

the IP load balancer component of POX and its usage together with L2 learning switches;
the problem of containing connection loop in network topology for SDN and how POX
handles it via the spanning tree module; the load balancing via routing on multiple paths
in SDN.



Environment Setup

e Set up Virtual Machine
 Connect and Access VM

e Start Mininet

* Related Development Tools
 Mininet Walkthrough



Mininet Custom Topology #1

e Create Topology Template as mytopo.py

mininet@mininet: ~/mininet/custom

elf.addHost (
el f.addHost
elf.addSwitch |
elf.addSwitch |

.addLink{ leftHost, leftSwitch
.addLink({ leftSwitch,
.addLink (

Ww w w
m

m

lambda: MyTopo() ) H




Mininet Custom Topology

e Run with sudo mn

sudo mn --custom filepath --topo mytopo




Mininet Custom Topology #2

* Implement Mininet as Python script mynet.py

mininet@mininet: ~/mininet/custom — O >

Topo
}:

i}
count +

h, =1 }




Mininet Custom Topology

* Run by executing Python

sudo python mynet.py




Update of Lab Task

* No need to run --test lab2test via sudo mn

Custom Topology

Apart from the built-in topologies and self-contained regression tests, Mininet supports cus-

tomization of both test and topology in Python, see below:

# filename: mytopo.py
class MyTopo( Topo ):

def build( self, ...):
def myTest( net ):

topos = { 'mytopo’: MyTopo }
tests = { 'mytest’: myTest }

The above example adds the MyTopo class to the topos dictionary and allows you to run the
myTest. You could specify to use MyTopo and run myTest using the — — custom to iclude

the file following sudomn, see below:

$ sudo mn ——custom mytopo.py ——topo mytopo, 3|-—test mytest




Implementation of [ab2Test

To verify your design of network topology, implement a test with name lab2Test to do the
following tasks:

1. Dump all nodes and host connections;

2. Test the network connectivity;

3. Conduct 1perf for all node pairs.

e Looking for methods in Mininet Python API
e http://mininet.org/api/classmininet 1 1net 1 1Mininet.html

* example: mininet.net.Mininet.iperf ( self,

hosts = None,
14Type = "TCP ",
udpBw = "1aM",

fmt = None,
seconds =5,

port = 5801


http://mininet.org/api/classmininet_1_1net_1_1Mininet.html

POX as Remote Controller

PuTTY Session 2

P mininet@mininet: ~/pox

PuTTY Session 1 ininecn B

LICENSE
- ] hed cd custom/
custom$

@mininet: ~/pox

in: Tue t C 5 2 from 192.16

minine g

mininet:~§

mininet: ? : 127 O O 1 ¢ 6633

mininet: * ° ° .

INSTALL

SUTORS LICENSE

mininet: i >d custom/

mininet: > 1s
topo-2sw-2
custom$ vim topo-2sw-Zhost.p

custom$ cp topo-2sw-Zhos

custom§ vim top

custom
1S Tom

Run POX as the Remote Controller

Run Mininet and enter CLI for conducting tests



Hub Behavior

h1l xterm console

rootEmininet;™# ifconfig
hl-eth@  Link encapiEthernet Hiaddr 00:00:00:00:00:01
inet addr:10,0,0,1 Beoast:l0,255,255,265 Mask:255,0,0,0
inetE addri feB::200:Ffife0;l Bd Scopeilink
UP BROADCAST RUMMING MULTICAST MTU:1800 Hetric:l
R¥ packetsilE errorsi0 droppedi0 overrunsiQ frameid
T4 packetz:8 errorsil dropped:0 owverrunzil carrieriQ
collizions:0 txqueuelenylO00
F¥ butes:1224 (1,2 KB) TH butes:E36 (B36.0 B)

lo Lirk encap:local Loopback
inet addr:127,.0,0,1 Mask:255,0,0.0
inetf addr: 1117128 ScopeiHost
UP LOOPEACK FUMMING MTU:1E6436 HMetricil
R4 packets:0 errorsid dropped:l overruns:iO frame;l
T4 packetz:0 errors:d dropped:0 overrunz:il carrieri
collisionsi0 tequewelentd
F¥ bytes:0 (0,0 B} TH bytes:0 (0,0 B)

rootEnininet: ™% [

Conduct ping test to h2

h2 xterm console
X node: - 0

rootBmininet:™# ifconfig
hl-ethl  Link encap:Ethernet  Hiladdr 00:00:00:00:00:01
iret addr:10,0,0,1 Brast:10,256,265,285 Hask:266,0,0.0
inetB addr: FeB0:i200:fF:fe0031/64 Scopeilink
UP BROADCAST RUNMING MULTICAST MTU:1S500 Hetric:l
R¥ packets:16 errors;0 dropped:® overrunsi0 frame;0
TX packets!8 errors:0 droppedi overrunsiD carrier:0
collisionsi0 txqueuslen: 1000
RY butes:1224 (1,2 KB} TH bytes:636 (636,0 B)

lo Lirk encapilocal Loopback
inet addr:l27.0.0.1 Mask:255.0.0.0
inetB addr; 3:11/128 ScoperHost
UP LOOPBACK RUNMING MTU:1E436 Metricil
R¥ packets:0 errorsi0 droppedi® overrunsi0 frame:d
T4 packets:0 errors:0 dropped;0 overruns:O carrier;0
collisions:0 txqueuslen:O
R bytes:0 (0.0 B) TX butes:0 (0,0 B)

rootBnininet:™4 [

Run tcpdump to capture traffic

h3 xterm console
X e - o

rootBmininet:™# ifconfig
hl-ethl  Link encap:Ethernet  Hiladdr 00:00:00:00:00:01
iret addr:10,0,0,1 Brast:10,256,265,285 Hask:266,0,0.0
inetB addr: FeB0:i200:fF:fe0031/64 Scopeilink
UP BROADCAST RUNMING MULTICAST MTU:1S500 Hetric:l
R¥ packets:16 errors;0 dropped:® overrunsi0 frame;0
TX packets!8 errors:0 droppedi overrunsiD carrier:0
collisionsi0 txqueuslen: 1000
RY butes:1224 (1,2 KB} TH bytes:636 (636,0 B)

lo Lirk encapilocal Loopback
inet addr:l27.0.0.1 Mask:255.0.0.0
inetB addr; 3:11/128 ScoperHost
UP LOOPBACK RUNMING MTU:1E436 Metricil
R¥ packets:0 errorsi0 droppedi® overrunsi0 frame:d
T4 packets:0 errors:0 dropped;0 overruns:O carrier;0
collisions:0 txqueuslen:O
R bytes:0 (0.0 B) TX butes:0 (0,0 B)

rootBnininet:™4 [

Run tcpdump to capture traffic

h2 and h3
receive the
exact

Same
Traffic



Switch Behavior

h1l xterm console
X

rootEmininet;™# ifconfig
hl-eth@  Link encapiEthernet Hiaddr 00:00:00:00:00:01
inet addr:10,0,0,1 Beoast:l0,255,255,265 Mask:255,0,0,0
inetE addri feB::200:Ffife0;l Bd Scopeilink
UP BROADCAST RUMMING MULTICAST MTU:1800 Hetric:l
R¥ packetsilE errorsi0 droppedi0 overrunsiQ frameid
T4 packetz:8 errorsil dropped:0 owverrunzil carrieriQ
collizions:0 txqueuelenylO00
F¥ butes:1224 (1,2 KB) TH butes:E36 (B36.0 B)

lo Lirk encap:local Loopback
inet addr:127,.0,0,1 Mask:255,0,0.0
inetf addr: 1117128 ScopeiHost
UP LOOPEACK FUMMING MTU:1E6436 HMetricil
R4 packets:0 errorsid dropped:l overruns:iO frame;l
T4 packetz:0 errors:d dropped:0 overrunz:il carrieri
collisionsi0 tequewelentd
F¥ bytes:0 (0,0 B} TH bytes:0 (0,0 B)

rootEnininet: ™% [

Conduct ping test to h2

h2 xterm console
X

rootBmininet:™# ifconfig
hl-ethl  Link encap:Ethernet  Hiladdr 00:00:00:00:00:01
iret addr:10,0,0,1 Brast:10,256,265,285 Hask:266,0,0.0
inetB addr: FeB0:i200:fF:fe0031/64 Scopeilink
UP BROADCAST RUNMING MULTICAST MTU:1S500 Hetric:l
R¥ packets:16 errors;0 dropped:® overrunsi0 frame;0
TX packets!8 errors:0 droppedi overrunsiD carrier:0
collisionsi0 txqueuslen: 1000
RY butes:1224 (1,2 KB} TH bytes:636 (636,0 B)

lo Lirk encapilocal Loopback
inet addr:l27.0.0.1 Mask:255.0.0.0
inetB addr; 3:11/128 ScoperHost
UP LOOPBACK RUNMING MTU:1E436 Metricil
R¥ packets:0 errorsi0 droppedi® overrunsi0 frame:d
T4 packets:0 errors:0 dropped;0 overruns:O carrier;0
collisions:0 txqueuslen:O
R bytes:0 (0.0 B) TX butes:0 (0,0 B)

rootBnininet:™4 [

Run tcpdump to capture traffic

h3 xterm console
X

rootBmininet:™# ifconfig
hl-ethl  Link encap:Ethernet  Hiladdr 00:00:00:00:00:01
iret addr:10,0,0,1 Brast:10,256,265,285 Hask:266,0,0.0
inetB addr: FeB0:i200:fF:fe0031/64 Scopeilink
UP BROADCAST RUNMING MULTICAST MTU:1S500 Hetric:l
R¥ packets:16 errors;0 dropped:® overrunsi0 frame;0
TX packets!8 errors:0 droppedi overrunsiD carrier:0
collisionsi0 txqueuslen: 1000
RY butes:1224 (1,2 KB} TH bytes:636 (636,0 B)

lo Lirk encapilocal Loopback
inet addr:l27.0.0.1 Mask:255.0.0.0
inetB addr; 3:11/128 ScoperHost
UP LOOPBACK RUNMING MTU:1E436 Metricil
R¥ packets:0 errorsi0 droppedi® overrunsi0 frame:d
T4 packets:0 errors:0 dropped;0 overruns:O carrier;0
collisions:0 txqueuslen:O
R bytes:0 (0.0 B) TX butes:0 (0,0 B)

rootBnininet:™4 [

Run tcpdump to capture traffic

Only

h2 will
receive the
traffic



Implementing Switch

e Look into the of tutorial.py file in pox/pox/misc
e create a copy of of tutorial.py
 implement the logic of act_like switch()




Implementing Firewall

* Create a copy of your implementation of switch
* implement the blocking logic in _handle_PacketIn()




IP Load Balancer

mininet@mininet:"$ sudo mn --topo single,5 —--controller remote

Server 1

Load Balancer

i-E
Host 2 -
@ Server 2

Host 3

mininet@mininet:”/pox$ ./pox.py misc.ip_loadbalancer —--ip=10.0.1.1
—-servers=10.0.0.1,10.0.0.2




IP Load Balancer with Learning Switches

# remeber to backup you own files Iimplemented under ./pox directory

Webh Servers
wil, w2, w3

Ej

h1, h2, h3

mininet@mininet:”/pox$ sudo git checkout -b dart

mininet@mininet:”/pox$ sudo git clean -fd

mininet@mininet:”/pox$ sudo git pull origin dart

extiselective_switch.py

0 00 s O N W

=
= @

12
13
14
15
16
17

More or less just 12 learning except it ignores a particular switch

from pox.core import core
from pox.lib.util import str_to_dpid
from pox.forwarding.l2 learning import LearningSwitch

def launch (ignore_dpid):
ignore_dpid = str_to_dpid{ignore_dpid)

def _handle ConnactionUp (event):
if event.dpid != ignore_dpid:
core.getlogger().info("Connecticon %s" % (event.connection,))
LearningSwitch{event.connection, False)

core.openflow.addListensrByName( "ConnectionUp™, _handle ConnectionUp)

./pox.py misc.ip loadbalancer --ip=10.0.1.1 --servers=10.0.0.1,10.0.0.2,..
--dpid=2 selective_switch --ignore-dpid=2




Load Balancing via Path Routing

Student Lab Staff Office



Path Routing for Data Sync Tasks

Task | From | To | Data Volume Data Center B
Task 1 A E 2 GB
Task 2 B E 1 GB
Task 3 B C 3 GB
Task 4 A C 2 GB
Link 1
S1
*
.:)C Data Center C
| -——— - |
Data Center A Link 3
Link 5 S5
.:: Link 4 EEE
S4  x
E 3
[
BQE Data Center D
(-

Data Center E



Step 1: Create Custom Topology

Link | Bandwidth | Delay | Loss
* 1 Gbps 20us | 0%
Link 1 50 Mbps 1 ms 1%
Link 2 40 Mbps 2 ms 1%
Link 3 80 Mbps 1 ms 1%
Link 4 50 Mbps 2 ms 1%
Link 5 50 Mbps 1 ms 1%
datacenter.py

from mininet.topo import Topo
from mininet.net import Mininet
from mininet.cli import CLI

class Lab3Topo( Topo ):

def init (self):

topos = { '"datacenter':

if name == "' main ':
net.start ()
CLI( net )
net.stop()

(lambda:

Lab3Topo())

net = Mininet( topo=Lab3Topo() )

}

Data Center B

*

Link 1
51 D

Data Center A

Link 2 i]* EEE

Data Center C

Link 3
S5

D Link 4 D
S4 %
*

Data Center E

Link 5

Data Center D



Step 2.1: Retrieve Connection Info. at Mininet

mininet@mininet:”$ sudo mn —--custom datacenter.py —--topo datacenter

——mac ——controller remote ——1ink tc Data Center B

*

Link 1 Link 2 S3 *
S1
* S2
Data Center C

Data Center A Link 3

Link 5 53

Node To Interface Port i \ D
Link 4
sl ha sl-ethl 1 S4 BEE

*

E E Data Center D

Data Center E

sl s2 s2-eth2 2




Step 2.2: Confirm Port Info. at POX

of tutorial lab3.py start the POX controlle

mi

def handle PacketIn (self, event):

packet = event.parsed # This is the parsed packet data.
if not packet.parsed:

log.warning ("Ignoring incomple

return o conduct ping test

. . . mininet>
# the code to display the connection ports
print w_ 2 SN D = — =1t L ¢ o W eie e W W e f 02 Ay eew WL Wi
print "AtL switch with ID %s" % event.connection.dpid
for p in event.connection.features.ports: . - - . I i} . _
. . ] . - ac .2 it 0 LV T pac . 8, Lime Oms
print "port %s with name %s" % (p.port no, p.name)

packet in = event.ofp # The actual ofp packet in message.

Comment out the following line and uncomment the one after
when starting the exercise,

self.act like hub (packet, packet in
self.act like switch(packet, packet 1in)

HEoHE B Sk




Step 3: Install Flow Entry at Switches

s
RPOX

Data Center B

e.g. ha ping hb _*'

1) packet pl approaches sl from ha s C, . S3 E E
2) sl has no matched flow entry for p1 - -l ™
3) sl sends pl to controller Data Center C
4) trigger _handle_Packetin() at controller Data Center A Link 3

Ul

send flow entries for installing to s1 from controller .:: Link 4 .:: EEE
4 x
| et |

packet p2 approaches sl from ha

p2 is matched with flow entry at s1 EéE Data Center D
|9 eI

p2 is sent to s2 via the corresponding port

(O N

)
)
)
)
) create all flow entries for s1 at controller
)
)
)
)

O

Data Center E



Step 3.1: Logic at Controller

general function to
install a flow entry

identify the switch id
and install all entries
for the switch

from pox.core import core
from pox.lib.addresses import EthAddr
import pox.openflow.libopenflow 01 as of

log = core.getlLogger()

Helass Tutorial (object):

H def init (self, connection):

]__def resend packet (self, packet in, out port):

H def Install flow entry (self, src, dst, port no):

H def act in lab3 (self, switch id):

b def handle PacketIn (self, event):

H def start switch (event):

log.debug("Controlling %s" % (event.connection,))

+ Tutorial (event.connection)
core.openflow.addListenerByName ("ConnectionUp", start switch)




Step 3.2: Install Flow Entry Function

def install flow entry (self, src, dst, port no): Protocol  Dependency ETE Match Field
log.debug("Flow entry from %s to %s at port %s" % (src, dst, port no))
, - Port none Port ID in_port
# creat a new flow message (0-4)
msg = of.ofp flow mod(command=0) Ethernet none Source MAC dl_src
msg.priority = 3 Destination MAC di_dst
) ) Type/lLength di_type
# set src and dst MAC address of matching
msg.match.dl type = 0x800 VLAN D di_vian
msg.match. nw_src = sSrc VLAN Priority dl_vlan_pcp
msg.mat ch. nw_dst = dst A ARP dl_type = 0x0806 Opcode nw_proto
, ) Sender Protocol Address nw_src
# forward the packet to certain port X at sl to s2
msg.actions.append(of.ofp action output (port=port no)) Target Protocol Address nw_dst
IPv4 dl_type = 0x0800 Type of Service nw_tos
# send out the message
- Protocol nw_proto
self.connection.send (msg)
Source Address nw_src
# add the arp flow entry for the purpose of Destination Address nw_dst
msg.match.dl type = 0x806 «— | . TCP nw_proto = 6 Source Port tp_src
self.connection.send(msqg) plng tests o
Destination Port tp_dst




Step 3.3: Identify Switch and Install Entries

_handle_Packet_in

self.act in lab3(event.connection.dpid)

act_in_lab3(self, switch_id)

[+ if switch id == 1:

[+ elif switch id == 2:
| elif switch id == 3:
[ elif switch id == 4:
[ elif switch id == 5:

install flow entries for all possibilities of src, dst pairs

at the corresponding switch

if switch id ==
self.install flow entry(ips['ha'l, ips['h='],
self.install flow entry(ips['he'], ips['ha'],
self.install flow entry(ips['hb'], ips['he'],
self.install flow entry(ips['he'], ips['hb'],
self.install flow entry(ips['ha']l, ips['hc'],
self.install flow entry(ips['hc']l, ips['ha'l,

ports['s1-355"1])
ports['s1-ha'])
ports['s1-s5"1)
ports['s1-32"17)
ports['s1-s52"])
ports['sl-ha'])

Task Path
Task 1 A-S1-S5-E
Task 2 | B-S2-S1-S5-E
Task 3 B-S52-S3-C
Task 4 | A-S1-52-S3-C

build the IP and port
dictionary according to
you connection table




Step 4: Validate the Installed Routing Rules

. . . Task | From | To | Data Volume
Conduct following ping tests to trigger the Tk 1 A = S On
flow entry installation for all switches at Task 2 B E 1CB
controller Task 3 B C 3 GB
e ha ping —c1 hb Task 4 A C 2 GB

* hbping —c1 hc

e heping —c1 hd Test the connectivity for each tasks then

e hd ping —c1 he * haping —c1 he

e he ping —c1 ha * heping -l ha

* hbping —c1 he

It is okay if the ping tests fail

e heping—cl1 hb
e hbping —c1 hc
* hcping —c1 hb
* haping —c1 hc
* hcping —c1 ha

The ping tests between other host pairs will fail




Step 5: Traffic Generation

create a 100MB file
at xterm ha and hb /

dd if=/dev/urandom of=traffic bs=10M count=10

—+ setup a HTTP server

N

python —-m SimpleHTTPServer 80

for multi-thread HTTP server
python MultithreadedSimpleHTTPServer.py 80

download_ha.py
import urllib

import sys

import time

idef downlozd(count=1l):

start = time.time()

I for 1 in range(count):

urllib.urlretrieve ("http://10.0.0.1/traffic™)

print "Download %s00MB from A takes %s seconds” % (count, time.time() - start)

pif name == ' main ':

count = int(sys.argv[l])
download (count)

create a similar one download_hb.py

Run only Task 1
at xterm he

python download _ha.py 20

Run only Task 1 & 2 at the same time
at xterm he

python download _ha.py 20 > he_ha.txt & python
download _hb.py 10 > he _hb.txt &

outputs will be at .txt files




Step 6: Run Experiments

Run Task 1 & 2 at xterm he Conduct the experiment for the given paths
python download_ha.py 20 > he_ha.txt & python
download_hb.py 10 > he_hb.txt & Task Path

Task 1 A-S1-55-E
Run Task 3 & 4 at xterm hc Task 2 | B-S2-S1-S5-E
python download _hb.py 30 > hc_hb.txt & python Task 3 B-52-53-C
download_ha.py 20 > hc_ha.txt & Task4 | A-S1-5S2-53-C

o . Conduct the experiment for the your planning of paths
Check the running time at .txt files



Q&A
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