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Outline
 The State of Cyber Security

 Breached Incident frequency, types and damages
 Vulnerability and Exploit Types
 Emerging Trends:

 Attacks on Mobile devices, IoT and Cloud-based 
services

 Software Update Supply Chain Attacks
 Exploiting / Leveraging Generative AI Tools
e.g., How to break Microsoft Copilot !

 Understanding the Common Threats
 SPAM/ Email
 Phishing
 Rogue Software/ Scareware
 Drive-by-Download 
 Ransomware
 Coin-Mining Attacks
 DDoS



The landscape of Cyber Security
 Presence in the Cyber space has become Indispensable to any 

organization and business worldwide.

 The Problem
 In the rush to benefit from using the 

Internet, organizations often overlook 
significant risks. 

 the engineering practices and technology 
used by system providers do not produce 
systems that are immune to attack

 network and system operators do not 
have the resources (people) and 
practices to defend against attacks and 
minimize damage

 policy and law in cyber-space are 
immature and lag the pace of change



Cyber Security 

 The Science and Engineering of guarding 
computer-related systems and assets against 
unintentional or malicious behaviours of intelligent 
adversaries. 

 Security vs. reliability (e.g. car safety)
 Intentional vs. accidental fault/failure 
 Bad guys in security can be very smart and creative



OLD Security Breached Incidence Types (circa 2010)

Source: 
Microsoft Security Intelligence Report:

http://www.microsoft.com/security/sir/default.aspx



OLD Security Breach Statistics (2014-2016)
Source: Symantec 2017 Internet Security Threat Report



OLD Security Breach Statistics (2014-2016)
Source: Symantec 2017 Internet Security Threat Report



Very Old Historical Data:
No. of Vulnerabilities catalogued by 

Computer Emergency Response Team Coordination Center 
CERT/CC

Source: CERT/CC   Carnegie Mellon University

http://www.cert.org/stats/cert_stats.html
They are no longer tracking such statistics anymore

•CERT/CC (http://www.cert.org/) was started in Dec 1988 shortly after the                               
1st Internet Worm (“Morris Worm”) crippled 10% hosts connected to the Internet ;

•Bob Morris was convicted; http://www.pdos.csail.mit.edu/~rtm
• http://groups.csail.mit.edu/mac/classes/6.805/articles/morris-worm.html ; 

•In Hong Kong, we have HKCert (http://www.hkcert.org)  and GovCERT.hk

http://www.cert.org/stats/cert_stats.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/morris-worm.html


Total No. of Vulnerabilities by Year (2000 - 2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

http://www.cert.org/stats/cert_stats.html


More Recent Statistics on:
CVE (Common Vulnerabilities and Exposures) 

Source: NTT 2024 Global Threat Intelligence Report
CERT/CC of CMU no longer tracks such statistics anymore

http://www.cert.org/stats/cert_stats.html


More Recent Statistics on CVEs (cont’d)

Source: NTT 2024 Global Threat Intelligence Report
Note: Not all Vulnerabilities are reported via CVEs; Equip. Vendors vs. Service Providers

http://www.cert.org/stats/cert_stats.html


Vulnerability Threat Landscape (circa 2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

http://www.cert.org/stats/cert_stats.html


More Recent Statistics on CVEs (cont’d)

Source: NTT 2024 Global Threat Intelligence Report

http://www.cert.org/stats/cert_stats.html


Total Weaponized Vulnerability Types by Product Type 
(2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

http://www.cert.org/stats/cert_stats.html


Top Attacked Sectors (circa 2023)

Source: NTT 2024 Global Threat Intelligence Report

http://www.cert.org/stats/cert_stats.html


Attack Sophistication vs.
Intruder Technical Knowledge

Intruders or     
Script Kiddies

High

Low
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Intruder
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Attack
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Cross site scripting

password guessing
self-replicating code

password cracking

exploiting known vulnerabilities

disabling audits
back doors

hijacking 
sessions

sweepers
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packet spoofing
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techniques

burglaries

network mgmt. diagnostics

distributed
attack tools

Staged

Auto 
Coordinated

Source: CERT/CC Carnegie Mellon University

2010



Exploited Vulnerabilities by Product Type (2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

http://www.cert.org/stats/cert_stats.html


Attack Tactics and Techniques (2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

http://www.cert.org/stats/cert_stats.html


Shortening of Vulnerability Exploit Cycle

Advanced
Intruders/ researchers

Discover
Vulnerability ;

typically followed by
CERT/CC advisory

Crude Exploit
Tools Distributed

Novice Intruders
Use Crude

Exploit Tools

Automated
Scanning/Exploit
Tools Developed

Widespread Use 
of Automated 
Scanning/Exploit 
Tools

Intruders Begin 
Using New Types 
of Exploits

time

Used to be several months, e.g. 6 months for SQL Slammer Worm (Jan 2003);
Now, a matter of weeks or days, e.g. thanks to framework tools such as Metaspolit ; 
Worse still, we see more and more spear-phishing/email using Zero-day vulnerabilities

Source: CERT/CC Carnegie Mellon University



How Soon will Someone knock on your Door?

 Experiment run by the worm.sdsc.edu Project :
 Attach and Monitor an  “Out of the Box” (Default Installed) system 

on the Internet
 First probe for RPC vulnerabilities detected after 8 hours
 Within a few weeks, the system was completely compromised

and a network sniffer was installed by the intruder 
 You may be under similar risk if your Home PC is hooked onto the 

Internet “naked”
 Another real-life example: 

 I forgot to turn the host-based firewall  of my networked laptop 
back on after a presentation on Friday afternoon.

 My machine got totally compromised when I returned to office on 
Monday 
 luckily I noticed the trace of break-in upon login before it was 

too late.



How long will it take for Vulnerabilities to be Exploited ? 
(2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

Average Time to exploit Vulnerabilites @ 2023 = 44 days;

Note the long tail nature

AND

Huge spike in the 1st few days though: 
25% of High-Risk CVEs got exploited on the Day of Publication!

http://www.cert.org/stats/cert_stats.html


How long will it take for Vulnerabilities to be Exploited ? 
(2023)

Source: Qualys Security 2023 Threat Landscape Year in Review

Average Time to exploit Vulnerabilites @ 2023 = 44 days;

Note the long tail nature plus huge spike in the 1st few days though: 
25% of High-Risk CVEs got exploited on the Day of Publication!

http://www.cert.org/stats/cert_stats.html


Average No. of Vulnerabilities discovered
per Website per year (circa 2015)

Source: WHITEHAT SECURITY WEBSITE STATISTICS REPORT, April 2016 

In Comparison:
On average, 
56 serious vulnerabilities per 
website in 2012 ;  
compared to 
79 in 2011, 
230 in 2010



The Window of Exposure (circa 2015)
“The Security posture of a website must not only be measured by the 
number of vulnerabilities, but also must take into account remediation rates 
and time-to-fixes.” – Jeremiah Grossman, Founder, Whitehat Security



Average Time-to-Fix by Class (in days)



Average Time-to-Fix by Industry (circa 2015)



Average Time-to-Fix (in days)
(circa 2010-2015)



Remediation Rate by Industry



How Long did it take for Vendors to fix Vulnerabilities ? 
(circa 2019-2021)

 On February 10, 2022, Google's Project Zero team reported that it took 
less time for vendors to fix vulnerabilities than before, according to the 
report by the team during the period between January 2019 and December 
2021.

 Google Project Zero reported a total of 376 vulnerabilities to vendors 
between Jan 2019 to Dec 2021. As a responsible disclosure policy, 
vendors have 90 days to fix the vulnerability and ship a patched version to 
the public in general. A 14-day grace period is also allowed.

 Comparing to previous years, vendors were quicker at fixing vulnerabilities:
 Linux open-source programmers fixed vulnerabilities in 25 days on 

average.
 On average, Apple took 69 days, Microsoft 83 days, Google 44 days, 

Adobe 65 days, Mozilla 46 days, and
 The total average was 61 days.

Source: 
https://googleprojectzero.blogspot.com/p/0day.html
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/view?
gid=1746868651#gid=1746868651



Why do vulnerabilities go unfixed ?
 No one at the organization understands or is responsible for 

maintaining the code.
 Development group does not understand or respects the 

vulnerability. 
 Feature enhancements are prioritized ahead of security fixes. 
 Lack of budget to fix the issues. 
 Affected code is owned by an unresponsive third-party vendor.
 System/Application/Website will be decommissioned or replaced 
“soon.”

 Risk of exploitation is accepted. 
 Solution conflicts with business use case. 
 Compliance does not require fixing the issue.

Source: J. Grossman, https://www.whitehatsec.com/assets/presentations/11PPT/PPT_topwebvulns_030311.pdf 



Prompt Security Testing is Crucial
Source: WHITEHAT SECURITY WEBSITE STATISTICS REPORT, June 2012 
by Jeremiah Grossman
http://img.en25.com/Web/WhiteHatSecurityInc/WPstats_summer12_12th.pdf



 Logic Bomb: logic embedded in a program that checks for a set of 
conditions to arise and executes some function resulting in 
unauthorized actions 

 Backdoor/Trapdoor: secret undocumented entry point into a 
program, used to grant access without normal methods of access 
authentication 
 e.g. the movie: War Games, or 
 ACM Turing Award Lecture by Ken Thompson, inventor of 

UNIX, “Reflections on Trusting Trust”
 Trojan Horse: secret undocumented routine embedded within a 

useful program, execution of the program results in execution of the 
routine
 Common motivation is to destroy data or provide illegal access

Digression: Various Types of Digital Pest



 Virus: code embedded within a program that causes a copy of 
itself to be inserted in other programs and performs some 
unwanted function
 Infects other programs 
 It requires a “host”

 Worm: program that can replicate itself and send copies to 
computers across the network and performs some unwanted 
function
 Uses network connections to spread from system to 

system
 Bot/ Zombie: a program that secretly takes over an Internet 

attached computer and then uses it to launch an untraceable 
attack 
 Very common in Distributed Denial-Of-Service attacks

Digression: Various Types of Digital Pest 
(cont’d)



Digression: Various Types of Digital Pest (cont’d)



Top 10 types of Malware detected (circa 2023)

Source: NTT 2024 Global Threat Intelligence Report

http://www.cert.org/stats/cert_stats.html


Top Threats for June-Dec 2017
Source: Microsoft Security Intelligence Report, Vol 23, March  2018



Top categories of Malware/ Unwanted Software 
detected by MS Security Software in 1H 2016

Source: Microsoft Security Intelligence Report: http://www.microsoft.com/security/sir



Means of Propagation for Malware

Source: Microsoft Security Intelligence Report:
http://www.microsoft.com/security/sir/default.aspx



Means of Propagation for Malware

Source: Microsoft Security Intelligence Report:
http://www.microsoft.com/security/sir/default.aspx



> 45% Users Plug in USB Drives They Find

Source: Blackhat USA Briefings 2016 ; IEEE Symposium on Security and Privacy (S&P) 2016 ; 
https://www.elie.net/blog/security/what-are-malicious-usb-keys-and-how-to-create-a-realistic-one

 Attack 1: Social Engineering to 
trick users to open “confidential” 
files found in the USB drive 

 Attack 2: Create specialized H/W:      
a Human Interface Device (HID) 
which looks like a USB drive but 
behaves as a keyboard to the PC
 AVS won’t save you 

 Attack 3: Killer USB sticks …



How a typical Exploit Toolkit works



Encountered Rate for Different Types of Malware 
(Feb 2017-Jan 2018)

Source: Microsoft Security Intelligence Report: http://www.microsoft.com/security/sir



Is it going to get worse ?
Vulnerabilities Everywhere ?

Source: Symantec 2016 Internet Security Threat Report



Cyber Attack Statistics

Source: Symantec 2016 Internet Security Threat Report



Attack on Internet of Things (IoT) Statistics

Source: 
Symantec 2017 Internet Security Threat Report



Software Update Supply Chain Attacks

Source: Symantec Internet Security Threat Report Vol. 23,  April 2018



Software Update Supply Chain Attacks (con’td)

Source: Symantec Internet Security Threat Report Vol. 23,  April 2018



Source: https://www.ncsc.gov.uk/files/Assess-supply-chain-cyber-security.pdf

Understand why your 
organisation should 
care about supply 
chain cyber security

Before you 
start1
Develop an 
approach to
assess supply chain 
cyber security

Collaborate with 
your suppliers

Evaluate the approach and its 
components regularly

Risk 
assess 
your 
contracts

Support 
your 
suppliers

Identify 
existing 
contracts

Review 
contractual 
clauses

Monitor 
supplier 
security 
performance

Report 
progress 
to the 
board

Apply the 
approach to new 
supplier 
relationships

Integrate the 
approach into 
existing supplier 
contracts

Continuously 
improve

Understand how 
your organisation 
evaluates risk

Educate the team
Ensure that the people who 
will be involved in 
assessing suppliers are 
trained in cyber security.

Embed cyber security controls throughout the 
contract’s duration
Consider cyber security throughout the contract lifecycle: from 
decision to outsource, supplier selection, contract award, supplier 
delivery to termination. Think what practices can be introduced to 
make sure this happens for every acquisition.

Identify the key players in your organisation
Having the right people in place to support 
supply chain cyber security will help drive the 
changes required. 

Create key components for the approach, which include:
• security profiles to be assigned to each supplier
• questions to determine the security profile of each supplier
• cyber security requirements for each profile
• management plans to track suppliers’ compliance with security requirements
• clauses relating to cyber security to insert into supplier contracts

Prioritise your organisation’s 
‘crown jewels’
Determine the critical aspects 
in your organisation that you 
need to protect the most.

Maintain awareness of evolving threats 
and update practices accordingly
Maintain awareness of emerging threats and 
use the knowledge acquired to update your 
supply chain cyber security accordingly.

2
3
4
5

‘How to assess and gain confidence in your supply chain 
cyber security’ is aimed at procurement specialists, risk 
managers and cyber security professionals wanting to 
establish (or improve) an approach for assessing the 
cyber security of their organisation’s supply chain.

It’s particularly suitable for medium to large 
organisations who need to gain assurance that 
mitigations are in place for vulnerabilities associated with 
working with suppliers. It can be applied ‘from scratch’, or 
can build upon any existing risk management techniques 
and approaches currently in use.

The guidance is broken into 5 stages, which are 
summarised in the following diagram. Note that some of 
the steps in stages 3 and 4 can be carried out in parallel. 
You can download the guidance in full from 
ncsc.gov.uk/supplychain. 

Assessing and gaining confidence in 
your suppliersSupply chain cyber security

© Crown Copyright 2022 including material under licence from third parties. Not licenced for re-use.

http://www.cert.org/stats/cert_stats.html


Another BIG Emerging Trend:
Exploiting Generative AI Tools, e.g.,the Microsoft Copilot

Source: Michael Bargury et al, “Living off Copilot”, 
Black Hat USA, Aug. 2024



What is Microsoft Copilot ?

“Copilot for Microsoft 365 provides real-time intelligent assistance, 
enabling users to enhance their creativity, productivity, and skills.”



The Power of Microsoft Copilot

“To enable Copilot to do its job, Copilot is often allowed to control/  
have access to a wide range of Microsoft Services & Information 
Assets within the Enterprise.”



The Power of Microsoft Copilot

Source: Michael Bargury, et al, 
Black Hat USA, Aug. 2024



The Power of Microsoft Copilot (cont’d)

Source: Michael Bargury, et al, 
Black Hat USA, Aug. 2024



The Power of Microsoft Copilot (cont’d)

Source: Michael Bargury, et al, 
Black Hat USA, Aug. 2024



What can go wrong when using Microsoft Copilot ?

Source: Michael Bargury, et al, 
Black Hat USA, Aug. 2024



Exploiting Generative AI Tools

























Common Threats

Classical but still Lethal and Effective !



Email Threats: SPAM
 In 2010, greater than 97% emails sent over the Internet are unwanted ones !

=> Only 1 out of 38.5 incoming messages made it to the user’s inbox

 The rest were blocked by either: 

 Network Edge filtering (95.3%), e.g. IP addr reputation, SMTP 
connection Analysis, Recipient Analysis  or 

 Resource-intensive content-based filtering (4.7%)

Still Strong Financial Incentive for SPAMMERs

How to prevent your email address from being harvested by spammers ?



Email Threats: SPAM (cont’d)
 Dramatic decline in SPAM observed during the 2 year period of 2010-2012:

 Takedown of Major SPAM delivering Botnets, e.g. Cutwail (Aug. 2010) 
and Rustock (Mar. 2011).

 Spammers also make more sophisticated way to deliver SPAM, edge 
filtering becomes less effective

 In 2H2012, ~ 1 in 4 emails were delivered to inbox without being blocked 
or filtered ; vs. 1 out of 38.5 in 2010



Email Threats: SPAM (cont’d)



Spam: share of global email traffic 2014-2017

Global spam volume as percentage of total e-mail traffic from 
January 2014 to March 2017, by month

Source: Kaspersky Lab ID 420391

Note: Worldwide; January 2014 to March 2017

http://www.statista.com/statistics/420391/spam-email-traffic-share/


Email carrying Malware



Phishing
 Phishing: A fraudulent attempt to trick you to provide 

personal information, e.g. HKID#, password, credit card #.

From: CUHK <JPAGALO@espol.edu.ec>
Date: 13 August 2016 9:06:04 AM GMT+08:00
To: undisclosed-recipients:;
Subject: CUHK Impotant Notification
Reply-To: webmasteress@cuhk.edu.hk

Attention IE account holder,

This message is from the Chinese University of Hong Kong technical support center, we will be 
making some vital E-mail account maintenance to ensure that we provide high quality in Internet 
connectivity in the 2016 and fight spam and improve security, all Mail-hub systems will undergo 
regularly scheduled maintenance.

To confirm and to keep your account active during and after this process Kindly Click and fill the 
following information: Click

http://quickchecks.altervista.org/qc/index.html
Web Services / Information Technology Department,
Chinese University of Hong Kong (CUHK)



Phishing Rates were still on the rise in 2018

Source: Microsoft Security Intelligence Report: http://www.microsoft.com/security/sir



Spear-Phishing Email Campaigns

Source: Symantec 2016 Internet Security Threat Report



Findings of Phishing Simulation/Training 2022-2023



Drive-by Download Sites
 Users with vulnerable computers visiting a drive-by-download sites 

can be infected even without attempting to download anything 



Drive-by Download Warning by Search Engines



Adversary in The Middle (AiTM) Phishing  Attack





Another Form 
of Phishing: 
The Gmail Scam



Social Media Scams

http://mobile-
cnn.com/economys4/?voluumdata=BASE64dmlkLi4wMDAwMDAwMy0xZDU5LTQxMWYtODAwMC0wMDAwMDAwMDAwMDBfX3ZwaWQuLjhkYzZkODAwLTNiNT
QtMTFlNy04ZmU0LWI2ZTk4YzA3YzIwN19fY2FpZC4uNDhkOTEwNTgtYmU2OS00NzJlLWFmZDAtZGQwY2I3NDNjNzZhX19ydC4uUl9fbGlkLi41NjViZTExZC02Yzk
zLTRiOGMtYTdlZC0zNzdmNzEwNmJiN2RfX29pZDEuLmNkZjNlNzZjLTFkOTgtNDVhZS04NDMxLWI4Nzg2MDE5YmJkNV9fdmFyMS4ue2tleXdvcmR9X19yZC4uX1
9haWQuLl9fYWIuLl9fc2lkLi5fX2NyaS4uX19wdWIuLl9fZGlkLi5fX2RpdC4uX19waWQuLl9faXQuLl9fdnQuLjE0OTUwNjIwOTg2MjY&keyword=%7Bkeyword%7D

Social Media Ads can be a very lethal and stealthy Phishing Channel:
Real-life story:  I read a “CNN story” when browsing on my Facebook App –
someone injected this posting as an Advertising on Facebook but it appeared like 
a legitimate, regular CNN posting to me.



Scareware/ Rogue Security Software

Rogue Security Software 
(aka Rogue Anti-Malware or 

Scareware)
 Rapid growth in the past 

couple of years 
 www.microsoft.com/security/a

ntivirus/rogue.aspx



Rogue Security Software



Rogue Software



Ransomware



Ransomware Discoveries



Ransomware Encounter Rate (2018)

 Ransomware Infection on Endpoints dropped by 20% in 2018 ; shifting 
focus to attack Enterprise victims (via phishing organizational emails) 
instead of consumers (via exploit kit).

Source: Symantec Internet Security Threat Report: Vol. 24, Feb 2019. 





Ransomware Telemetry (circa 2023)

Source: NTT 2024 Global Threat Intelligence Report

Top 5 Ransomware Top 5 Attacked sector

Top 5 Attacked Countries

Total Ransomware Payment in 2023 reached US$ 1B

http://www.cert.org/stats/cert_stats.html


Coin Mining/Crypto-Jacking Attacks Surged in 2017

 File-download-based Mining
 Android App-based Mining
 Browser-based Mining (e.g. usingJavascript as in JS.Webcoinminer)

 May NOT be illegal, e.g. CoinHive positioned as an alternative service for 
Web Advertising 

 Peaked between Dec 2017 and Feb 2018, trending down afterwards but not out.



Counter-measures:
 Increase Capacity by subscribing to Content Delivery Network (CDN) 

services, e.g. Akamai services, Cloudfare ; 



DDoS Attacks (3Q2016)
 Distributed Denial of Service (DDoS) Attacks on the Rise: 

75% increase since 3Q2015 
 New Record on the DDoS of a Single DDoS Attack: 623Gbps
 19 Mega attacks over 100Gbps (on the rise): 138% increase since 

3Q2015 
 Average No. of DDoS Attacks per Target in 3Q2016: 30

Kerbsonsecurity.com, a security news/investigation organization 
received 400+ DDoS attacks in 3Q16

 Kerbson reported/exposed an Israeli Online Attack Service 
‘vDOS’ earned US$600K in 2 years 

http://krebsonsecurity.com/2016/09/israeli-online-attack-service-vdos-earned-
600000-in-two-years/

Source: Akamai State of the Internet Security Report, Q32016

http://krebsonsecurity.com/2016/09/israeli-online-attack-service-vdos-earned-600000-in-two-years/


Top DDoS Attack Vectors (3Q2016)





Reflection DDoS Attack Vectors (3Q2015-
3Q2016)

 Reflection Attacks make up 51% of ALL DDoS attacks. 

Source: Akamai State of the Internet Security Report, Q32016









OLD Statistics of Common Threats



Price-list for Everything (circa 2023)
Growth of Hack-for-Hire Business

Source: 
https://www.sentinelone.com/labs/the-sprawling-
infrastructure-of-a-careless-mercenary/



Another Example: 
Nightmare down under: For Sale: Any Australian’s full health record for a mere US$22 (0.0089 Bitcoin)
https://www.theguardian.com/australia-news/2017/jul/04/the-medicare-machine-patient-details-of-any-
australian-for-sale-on-darknet



Underground Economy: Price-list for Everything 
(circa 2019)



Underground Economy: Price-list for Everything 
(circa 2019)



Underground Economy: Price-list for Everything 
(circa 2019)



But there is Hope !
 Strong market for security professionals will eventually drive graduate and 

certificate programs.
 Increased understanding by technology users will build demand for quality 

security products; vendors will pay attention to the market.
 Insurance industry may provide incentives for improved business security 

practices.
 Technology will continue to improve and we will figure out (be educated on) 

how to use it
 encryption
 strong authentication
 survivable systems

 Due diligence would go a Long-way
 according to CERT/CC, majority of Intrusions resulted from exploitation 

of known vulnerabilities or configuration errors where countermeasures 
were available (aka Religiously keep up with the Patches but … )

 Increased collaboration across government and industry.
 Legislation on Software Liability Law ?? 
 Government Procurement Standards ??



Basic Security Hygiene Goes a Long Way !



Prioritized 
Risks

Establish a Risk Management Process

Environment
Technology 
Staffing
Threats

Security Requirements
Applications of Technology
Security Incidents

Identify
Self-Directed Assessment 

Analyze 
and 

Prioritize
Mitigate

-Critical assets
-Organization
Issues
-Technology
Issues

Vulnerabilities

Mission & Asset Value Data
Threat Data

Mitigation
Plans

Technology
Practices
Organization Improvements

What can we do NOW ?



Security Practice Areas

Technology

Incident
Management

System and Network 
Management

Authentication and 
Authorization Monitoring and Auditing

Encryption

Physical Security

Contingency Planning/
Disaster Recovery

General Staff 
Practices

Security 
Architecture 
and Design

What can we do NOW ?



Go Beyond Technology Only

Organization

Institutional Knowledge

Security 
Management

Security Strategy
Security 
Policies and Regulations

Security Practice Areas
(from previous slides)

What can we do NOW ?



Digression: Security Policy
What is a Security Policy ?

 “A security policy is a formal statement of the rules by 
which people who are given access to an 
organization’s technology and information assets 
must abide”
 From RFC 2196, Site Security Handbook



Digression: Security Policy (cont’d)
Why Create a Security Policy ?
 To baseline your current security posture
 To set the framework for security implementation
 To define allowed and disallowed behaviors, practices
 To help determine necessary tools, and procedures
 To communicate consensus and define roles throughout 

the organization
 To define how to handle security incidents



Digression: Security Policy (cont’d)
What should the Security Policy Contain ?
 Statement of authority and scope
 Acceptable use policy
 Identification and authentication policy
 Internet use policy
 Campus access policy
 Remote access policy
 Incident handling procedure





Harden/Secure
 Install the minimum essential operating system and all 

applicable patches

 Remove all privilege/access and then add back in only as 
needed (“deny first, then allow”)

 Address user authentication mechanisms, backups, virus 
detection/eradication, remote administration, and physical 
access

 Record and securely store integrity checking 
(characterization) information



Prepare
 Identify and prioritize critical assets, level of asset 

protection, potential threats, detection and response 
actions, authority to act.

 Identify data to collect and collection mechanisms

 Characterize all assets, establishing a trusted baseline for 
later comparison

 Identify, install, and understand detection and response 
tools

 Determine how to best capture, manage, and protect all 
recorded information 



Detect
 Ensure that the software used to examine systems has not 

been compromised

 Monitor and inspect network and system activities

 Inspect files and directories for unexpected changes

 Investigate unauthorized hardware

 Looks for signs of unauthorized physical access

 Initiate response procedures



Respond
 Analyze all available information; determine what 

happened

 Disseminate information per policy, using secure 
channels

 Collect and preserve evidence, including chain of custody

 Contain damage

 Eliminate all means of intruder access

 Return systems to normal operation



Improve

 Identify lessons learned; collect security business case 
information

 Install a new patch (re-harden); uninstall a problem patch

 Update the configuration of alert, logging, and data 
collection mechanisms

 Update asset characterization information

 Install a new tool; retire an old tool

 Update policies, procedures, and training



What kind of Threats exist ?

Broad 
Classification:

Leakage

Tampering

Vandalism



Further Classification of Attack Types

 Virus
 Trojan Horse
 Worm

via 
eavesdropping, sniffing



 Confidentiality (for your eyes only): Against 
Eavesdropping, Sniffing, Tracing

 Integrity (has not been altered) Against Tampering

 Authentication (you are who you say you are) Against 
Impersonation, Masquerading, Spoofing

 Access control (only the intended can “use” the resources) 
Against unauthorized use/ abuse of resources

 Non-repudiation (the order is final) Against Denying One’s 
Act, backing away from a deal

 Availability Against DoS Attacks

Different Goals/ Services provided by Security



Many Facets of Cyber Security

INTERNET Web
serverBrowser

Plug-in

Helper apps:

Postscript viewer ;

Mediaplayer ; etc.

Support 
HTML

Java 
Applets
ActiveX 

JavaScript
etc.

Communications Protocols : 
HTTP, FTP, SMTP, DNS, TCP, 

IP, …

HTML data
Servlets,

CGI-scripts 
Active Server Pages

Other
programs,

directory servers,
databases,

Other legacy servers,
etc.

Still a  Key Missing Piece !

Cryptography Algorithms and Procedures (Protocols)



Where are the Problems ?
 A Multitude of Insecure but widely  Protocol and Services

 IP, telnet, ftp, snmp, smtp
 Known and weak default settings

 Passwords, SNMP community strings
 System/Protocol Design Errors

 Setup and Access control errors
 Improper application (combination) of Algorithms or Services

 Misuse of RC4 in IEEE 802.11 Wireless LAN WEP; in MS Word, Excel 
 Error-correcting encoding before encryption in GSM streaming cipher

 Software Design/ Implementation Flaws, e.g.
 Random seed derivation from real-time clock of early SSL
 Million-packet attack on SSL due to information-leaking in error message per 

PKCS ;
 Lack Input validation and sanity checks

 Buffer-overflow
 CGI-script attacks

 Design Flaws in Cryptography algorithms and Protocols, e.g. MD5, SHA1 both  got 
“cracked” ;  summer 2004 and Feb 2005 respectively ; 
 MD5 (defacto industry standard, widely implemented/deployed) was totally 

broken by the end of 2008 after published/used for more than 15 years 



Top 10 Root Causes of Breaches (circa 2023)

Source: NTT 2024 Global Threat Intelligence Report

http://www.cert.org/stats/cert_stats.html


What kind of Counter Measures are available?

 Cryptography Algorithms and Secure Procedures/Protocols
 Secure communications/networking protocols
 Practicing Secure Programming Techniques
 Building Secure Software
 Configuration Management and Monitoring Tools

 Software Controls (access limitations in a data base, in operating 
system protect each user from other users)

 Authentication tools (smartcard)
 Security Perimeter Controls and Patrol (locks, firewall, Intrusion 

Detection, Virus Scanner)
 Policies (frequent changes of passwords)



Return on Mitigation (ROM): 
Targeting Investment to Increase Resilience



The Key Missing Piece

 End Users (esp. due to popular use of email and web 
browser), as well as Software designers/developers who 
are under-educated and thus unaware of the profound 
security implications of what they do

 Ease-of-Use and Security are often at odds: 
Software/Hardware Vendors often try to minimize the no. of 
phone calls to their help-line by shipping products with 
“convenient” default settings at the expense of exposing 
under-educated end-users of potential security threat

Probably the Weakest Link



Some Closing Thoughts

 Security is about Risk Management. You cannot 100% 
eliminate all existing risks. You can only better manage 
them with the given resources.

 Security is a Process. It is not a piece of software or a 
box of hardware. There is NO turn-key solution for 
providing Security for an Organization.

 Always Think Paranoid and 
 Practice Defense-in-depth (aka Belts and Suspenders)
 Education is Paramount !!

 Not only for end-users but also for programmers, engineers who 
are not security specialists !!


