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Outline
! NFC-based Mobile Payment Systems

" Secure Element (SE)/ Trust Service Manager (TSM) approach
" Host-based Card Emulation (HCE)

! Payment Tokenization
! The Credit-Card Centric Mobile Payment business Model

" Apple Pay
" Google Pay
" Samsung Pay

! Stakeholders and Business Landscape in Mobile Payments
! QR-code based Mobile Payment Technologies
! The Non-Credit-card-based Mobile Payment Business Model

" The Mainland China Story: The Rise of Chinese Super Apps
" Alipay, WeChatPay and UnionPay

! Worldwide Landscape of Mobile Digital Wallets
! Technologies for Mobile Point-of-Sale (POS) Terminals
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Payment Media Evolution

© 2012 VeriFone Systems, Inc. 



Near Field Communications (NFC)

© 2012 VeriFone Systems, Inc. 
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NFC Operating Modes

© 2012 VeriFone Systems, Inc. 



Secure Element (SE)-based Card Emulation

© 2012 VeriFone Systems, Inc. 



Before Host Card Emulation (HCE) for NFC

© 2012 VeriFone Systems, Inc. 

! Before HCE functionalities become available,  Android-powered devices 
that offered NFC functionalities support NFC “Payment Card” emulation by 
using a separate chip, aka the Secure Element (SE) in the device to 
emulate the “Payment Card”. 

! Such physical SE can be in form of:
" an embedded Secure Smart Card IC Chip on the mobile device, or
" a Secure MicroSD card inserted into the phone or
" part of the SIM (Subscriber Identity Module) card of the device or
" a Universal Integrated Circuit Card (UICC)

Which parties are in control of the ecosystem then ?
! UICCs and SIMs are issued by the Mobile Network Operators (MNOs)
! Embedded SEs are issued by the Mobile Device Manufacturers
! SEs on microSD cards can be issue by any Application provider.



Secure Elements (SE)

SOURCE: GEMALTO



An NFC microSD-based Secure Element (SE)

© 2012 VeriFone Systems, Inc. 



An NFC microSD-based Secure Element (SE)

© 2012 VeriFone Systems, Inc. 



Comparison of Different NFC Mobile Payment Devices

© 2012 VeriFone Systems, Inc. 



Participants of Mobile Payment





The NFC Mobile Payment Infrastructure & Approaches

© 2012 VeriFone Systems, Inc. 
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Mobile Payment Ecosystem



Use of a Trust Service Manager (TSM)  to Provision 
Credentials to the Secure Element (SE)

© 2012 VeriFone Systems, Inc. 



Scenario Analysis of NFC Mobile Payment Infrastructure

© 2012 VeriFone Systems, Inc. Or none of the above ! 



Cross-Border NFC Mobile Payment Infrastructure

© 2012 VeriFone Systems, Inc. 



Interoperability Model with Multiple Payment Service Providers
connecting to Multiple types of NFC Payment Devices

© 2012 VeriFone Systems, Inc. 



SOURCE: FIRST DATA

Where to Store Payment Credentials ?
Possible Choices:





“Liberation” with Host Card Emulation (HCE) for NFC

© 2012 VeriFone Systems, Inc. 

! Since Android 4.4, an alternative approach called Host-based Card Emulation 
(HCE) has been introduced which allows the NFC controller to route 
communications from the contactless card reader/ POS terminal to an HCE service, 
instead of to a smartcard-based app running inside the SE.

! The HCE service can be part of a mobile app, e.g. mobile wallet, running on the 
mobile device’s host CPU. 

! Under HCE, the payment credentials can be stored in :
! an SE on the mobile device or
! the Cloud, with some short-lived credentials cached in the device, or
! in a Trusted Execution Environment (TEE) on the main processor of the 

mobile device, or 
! in the mobile application/ OS itself (probably with software obfuscation, e.g.

White Box Cryptography)
! Most importantly, HCE removes the dependencies on the SE and TSM 

infrastructure and the need to set commercial agreements with secure element 
issuers (SEIs). 

! HCE enables the development of Mobile Apps that can function as a smart card to 
perform contactless Payment/ Security-sensitive applications even without a 
mandatory hardware-based SE  !!



Obtaining Credentials from the Cloud using 
Host Card Emulation (HCE)

© 2012 VeriFone Systems, Inc. 



NFC Communications 
with Secure Element (SE) vs with Host CPU + HCE

© 2012 VeriFone Systems, Inc. 



HCE service with different SE form factors

© 2012 VeriFone Systems, Inc. 



Architecture of Trust Execution Environment (TEE)



White Box Cryptography (WBC)

© 2012 VeriFone Systems, Inc. Source: Brecht Wyseur, “White-box cryptography: hiding keys in software", MISC magazine, April 2012, 
http://www.whiteboxcrypto.com/files/2012_misc.pdf 



Different Approaches to realize Card Emulation:
SE vs. TEE vs. OS w/ Software Protection

Note:  Apple Pay does not do HCE, it uses an embedded Secure Element (eSE) on the IOS device 
to store payment credentials and assist in generating one-time code for each payment transaction.  
Under Host Card Emulation (HCE), there are different storage options for payment credentials:  
Samsung Pay also has an eSE but supports the HCE  approach with TEE and Cloud-based 
solution ;  Google Pay supports the eSE (in Pixel phones), TEE as well as pure OS/SW protection 
approach (in the last case,  long-term payment credentials will only be stored in the Cloud ); 



Considerations of the SE-based vs. Host-based
Card Emulation Approach

© 2012 VeriFone Systems, Inc. 



SE-based vs. Host-based Card Emulation

© 2012 VeriFone Systems, Inc. 



© 2012 VeriFone Systems, Inc. 

SE-based vs. Host-based Card Emulation



© 2012 VeriFone Systems, Inc. 

SE-based vs. Host-based Card Emulation



© 2012 VeriFone Systems, Inc. 

SE-based vs. Host-based Card Emulation



SOURCE: Ernest & Young,  Mobile Payment – War of Wallets, Nov 2015. 

Comparison of Mobile Payment Initiative 
Security Models



SOURCE: Ernest & Young,  Mobile Payment – War of Wallets, Nov 2015. 

Comparison of Mobile Payment Initiative 
Communication Models



SOURCE: Ernest & Young,  Mobile Payment – War of Wallets, Nov 2015. 

Comparison of Mobile Payments Approaches



SOURCE: Ernest & Young,  Mobile Payment – War of Wallets, Nov 2015. 

The Value Chain for Mobile Payment Systems



SOURCE: ENISA: Security of Mobile Payment and Digital Wallet, Dec 2016. 

Services provided by various Participants of
a Mobile Payment System
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Tokenization – what is it??

October 2013/March 2014 October 2014April 2014 / June 2014

Industry standard Card Brand enabled

pay

Payment tokens further enhance security of digital payments and simplify purchase experience when 
shopping on mobile, computers or other smart devices and help reduce fraudulent activity….

Replaces a traditional card account 
number with a unique payment token / 
digital account number

Restricts the use of a payment  token 
by device, merchant, transaction 
type or channel 

Tokenization is the process of replacing the original payment 
credentials (PAN) with a  unique “alternate identifier” which may 
be used instead to initiate payment activity. 

2015+

Similar techniques 
taken by other 
Mobile Wallet 
solutions, e.g.
Google Pay, 

Samsung Pay, etc…



Tokenization (cont’d)
! Tokens are not mathematically derived from information 

associated with the card (unlike encryption).
! Multiple Payment Tokens can be attached to a single PAN

" The card issuer can also re-associate the tokenized 
number with the PAN for authorization & other purposes

! The tokenized number is otherwise worthless to hackers.
! Made compatible with existing payment technologies and 

payment transaction routing
! Improved Security and Regulatory Compliant: 

" For the implementation option of NFC Host Card Emulation (HCE) 
where there is NO hardware-based SE on the user mobile device to 
safeguard user’s long-term payment credentials (e.g. as in the case 
of Google Pay), tokenization becomes even more important (and 
necessary) to provide an extra level of security: namely, even if the 
software/OS of the mobile device has been compromised, only the 
short-lived tokens instead of the long-term PAN would be lost. 



• Interoperable with BIN based account numbers / PANs – PAN / 
Account Number Validation Rules, Security, Structure and Regulatory 
Obligations Remain Enforced

• Distinct and identifiable in system – merchant, consumer device(s) and 
issuer

• Able to support authentication by different entities and types (Issuer, 
Wallet, Merchant, etc)

Payment Tokens  - Token Attributes

# # # # # # # # # # # # # # # #
BIN - Identifies FI

FI BIN Range –
Various Use

Identifies Cardholder

# # # # # # # # # # # # # # # #
New Token Structure

Identifies FI

Identifies Cardholder by PAN AND by Device AND by Merchant

Existing PAN / Account Number StructureTokens add 
value to the 
processing 

environment 
while 

improving 
visibility and 

protecting 
cardholder 
information



Tokenization

SOURCE: SECUROSIS

REPLACING SENSITIVE DATA WITH A PROXY (SUBSTITUTE) – A “TOKEN”

1. Application collects or generates a 
piece of sensitive data.

2. Data is sent to the tokenization server, 
NOT stored locally.

3. Tokenization server generates a random 
token.  Sensitive data and token are 
stored in a highly secure and restricted 
database (usually encrypted).

4. Tokenization server returns the token to 
the application.

5. Application stores the token, NOT the 
original value.  Application uses the token 
for most transactions.

6. When the sensitive value is needed, an 
authorized application can request it from 
the tokenization server.  Only 
authenticated requests will be honored.



Using a Token

SOURCE: SECUROSIS

1. Retail customer swipes card at PoS.

2. PoS encrypts PAN with the public key 
of the payment processor’s tokenization 
server.

3. Transaction information (including the 
PAN, other card data, transaction 
amount, and merchant ID) are encrypted 
and transmitted to the
payment processor.

4. Payment processor’s tokenization 
server decrypts the PAN and generates a 
token. If this PAN is already in the token 
database, either reuse the existing token 
(multi-use), or generate a new token 
specific to this transaction (single-use).



Using a Token

SOURCE: SECUROSIS

5. Token, PAN data, and possibly 
merchant ID are stored in the 
tokenization database.

6. PAN is used by the payment 
processor’s transaction systems for 
authorization and charge submission to 
the issuing bank.

7. Token is returned to the merchant’s 
payment systems, as is the transaction 
approval/denial, which hands it off to the 
PoS terminal.

8. Merchant stores the token with the 
transaction information in their 
systems/databases. For the subscribing 
merchant, future requests for settlement 
and reconciliation to the payment 
processor reference the token.



SOURCE: Ernest & Young,  Mobile Payment – War of Wallets, Nov 2015. 

The Tokenization Model



SOURCE: “Tokenization: The future of Secured Payments,” PwC, Jan 2019. 

The Tokenization Model (cont’d)



SOURCE: “Tokenization: The future of Secured Payments,” PwC, Jan 2019. 

Different types of Tokens (in detail)

Source: David E. Acosta, “Mobile payments with digital wallets and tokenization,” Advantio, May 2019.
www.advantio.com/blog/mobile-payments-with-digital-wallets-and-tokenization-how-google-pay-apple-pay-and-samsung-pay-protect-your-card-details 



Payment Token Creation Request

Source: David E. Acosta, “Mobile payments with digital wallets and tokenization,” Advantio, May 2019.
www.advantio.com/blog/mobile-payments-with-digital-wallets-and-tokenization-how-google-pay-apple-pay-and-samsung-pay-protect-your-card-details 



Transactional Process for Payments with EMVco Tokens

Source: David E. Acosta, “Mobile payments with digital wallets and tokenization,” Advantio, May 2019.
www.advantio.com/blog/mobile-payments-with-digital-wallets-and-tokenization-how-google-pay-apple-pay-and-samsung-pay-protect-your-card-details 



Transaction Flow for ATM via a “Tokenized Card”



Relationship between Payment Tokens and PCI SSC Standards

Source: David E. Acosta, “Mobile payments with digital wallets and tokenization,” Advantio, May 2019.
www.advantio.com/blog/mobile-payments-with-digital-wallets-and-tokenization-how-google-pay-apple-pay-and-samsung-pay-protect-your-card-details 



Tokenization example in Apple Pay
! Apple Pay uses tokenization to remove payment card 

numbers from the transaction process.
" When a user adds a credit card, Apple does not store 

the actual card number; instead, it creates a “device-
only” account number for each card and stores it in 
the phone’s Secure Element (SE) (which is a chip in 
the iPhone).

" Each time Apple Pay is used, Apple uses a one-time 
payment number, along with a dynamic security code, 
essentially creating a one-time card use system and 
eliminating the need for the static security code 
(CVV/CVC) on the plastic card.

" The merchant never sees the cardholder’s name, 
card number or security code.



Tokenization Example in Apple Pay 
(cont’d)

! For those with privacy concerns: Apple does not collect 
any transaction data (how much consumers spent, what 
they bought, etc.).
" “Apple doesn't know what you bought, where you 

bought it or how much you paid for it. The transaction 
is between you, the merchant and your bank.”—Eddy 
Cue, SVP, Apple

! Note that the Apple Watch also enables payments, but it 
must be paired with the phone to do so.



iPhone,
iWatch



Apple Pay
! Apple has reached agreements with:

! Card networks: Visa, MasterCard, and American Express, Discover 
and Union Pay

! And most large credit card issuers: BofA, Chase, Citi, AmEx, Wells 
Fargo, Capital One, U.S. Bank, Navy FCU, USAA, PNC, Barclays, 
HSBC, HangSeng, BEA, DBS, DahSing, BoC, SC etc.
! These issuers represent 83% of U.S. card transaction volume.
! Reports indicate that the card-issuing banks have agreed to pay 

a per-transaction fee to Apple to be included on the phone. 
These fees to Apple may be offset by the number of transactions 
that consumers make with Apple Pay, as the banks collect 
interchange fees (levied on merchants) on all credit and debit 
card transactions.

! Merchants, including (in addition to Apple’s own stores): Walgreen’s, 
McDonald’s, Disney, Macy’s and Bloomingdales, Staples, Subway, 
Starbucks, Whole Foods, Groupon, Uber, Panera, OpenTable, 
Tickets.com and many more HK retail stores that accept Credit 
Cards anyway, even some that did not accept credit card before, e.g.
Maxim fast food in HK.



Apple Pay: Key Properties
Scope and 

Timing
Apple’s 

Motivation
and Value 

Proposition

Payment 
Accounts

Completing
Transactions

Data and 
Security

• In-Store 
Payments

• Streamlined
online 
payments

• Available on 
iPhone 6, 6 
Plus, and Apple 
Watch since 
2015

• US Only in 
October 2014

• Replace
physical 
wallet

• Payments will 
be faster, 
more secure, 
and private

• Apple’s had 
46% of 
market

• 5 -10%  
terminals 
were NFC 
enabled

• Add from 
iTune
account or 
take a 
picture of 
card

• Stored as a 
token on 
secure 
element of 
device

• Use via 
Passbook 
app

• In-store:
contactless 
NFC 
terminals with 
Touch ID 
authentication

• In-App: 
integrated via 
the Apple Pay 
API with 
Touch ID 
authentication

• Data stays with 
merchant and 
financial
institution

• Merchant 
processes token, 
not card #

• BUT Hardware 
functionalities 
on iPhones are 
locked => 3rd
party apps can’t 
access NFC 
chip to do 
contactless 
payment on 
iPhone: Must go 
thru the Apple 
Wallet App !!



Why Does Apple Matter?

! Widespread consumer acceptance and usage
" 10 million devices sold in first 3 days! 
" 800+ million iTunes accounts already on file

! Leverages existing payments ecosystem and preserves 
interchange

! Improves payment security = reduces potential fraud
" Tokenization
" Secure Element (Device number associated with 

token)
" Touch ID authenticates device and card owner



Apple Pay Enrollment

SOURCE: UNDERWRITERS LABORATORIES

0. USER IMAGES
CARD WITH
CELLPHONE

1. CARD INFO
SENT TO APPLE

2. APPLE
VERIFIES CARD
WITH ISSUER

3. TOKEN PROVIDER
GETS APPROVAL
FROM ISSUER

4. TOKEN PROVIDER
SENDS DEVICE-SPECIFIC
TOKENIZED ACCOUNT
NUMBER TO APPLE SERVER

4. TOKENIZED ACCOUNT
NUMBER IS STORED IN
SECURE ELEMENT (SE).
WILL ONLY WORK FROM
THIS DEVICE.

NO ONE ELSE EVER RECEIVES
THE CREDIT CARD NUMBER



Apple Pay Proximity Payments

SOURCE: UNDERWRITERS LABORATORIES



Apple Pay Remote Payments

SOURCE: UNDERWRITERS LABORATORIES



Apple Pay With Fingerprint (Touch ID)

SOURCE: W. CAPRA CONSULTING



SOURCE: ENISA: Security of Mobile Payment and Digital Wallet, Dec 2016. 

Apple Pay Card Enrollment Process



SOURCE: ENISA: Security of Mobile Payment and Digital Wallet, Dec 2016. 

Apple Pay Payment Process



© 2012 VeriFone Systems, Inc. 

HCE-based Payment Token Provisioning and 
Transaction Flow in Google Pay



SOURCE: ENISA: Security of Mobile Payment and Digital Wallet, Dec 2016. 

Google Pay Payment Process



Samsung Pay HCE System Architecture:
TEE + Samsung Knox



SOURCE: ENISA: Security of Mobile Payment and Digital Wallet, Dec 2016. 

Samsung Pay Payment Process



Comparison of Apple/ Samsung/ Google Pay

SOURCE: phoneArena.com, Jan 2016 https://www.phonearena.com/news/Apple-Pay-vs-Samsung-Pay-vs-Android-Pay-comparison_id77632

https://www.phonearena.com/news/Apple-Pay-vs-Samsung-Pay-vs-Android-Pay-comparison_id77632


Comparison of Apple/ Samsung/ Google Pay

SOURCE: CNET.com, Jun 2019, https://www.cnet.com/news/apple-pay-google-pay-samsung-pay-best-mobile-payment-system-compared-nfc/



Market Share of 
Apple Pay vs. Samsung Pay vs. Google Pay



Market Share Prediction of 
Apple Pay vs. Google Pay vs. Samsung Pay







(circa 2014)



Other major US-based Initiatives in
Mobile Wallets/ Payments 

(Failed) Softcard (previously Isis Mobile Wallet) (Nov 2010- Mar 2015):
! Joint venture of big telecom providers: AT&T, Verizon, T-Mobile 
! Nation-wide service launched in Nov 2013
! Discontinued service in Mar 2015; founders pledged support for Google Pay 

instead
! Softcard assets acquired by Google later in 2015.  
(Failed) CurrentC mobile wallet by MCX (Aug 2012 – Mar 2017): 
! Merchant-driven. Members include 7-Eleven, Southwest Airlines, Wal-Mart, 

Shell Oil, Sears, Target, Best Buy, etc.
! Use QR code, Bluetooth Low Energy (BLE),  Geolocation technologies 

instead of NFC contactless approach ; 
! Bundled mobile payment apps with discount coupons for merchants (like the 

Starbucks App)
! Pilot Trials in 2015-2016
! Accused of anti-competition acts against Apple/ Google Pay
! Announced to postpone launch indefinitely in May 2016
! Assets purchased by Chase Pay in Mar 2017 



Other major US-based Initiatives in
Mobile Wallets/ Payments  (cont’d)

(Partially Failed) Chase Pay (Owned by JP Morgan Chase Bank)
! Service announced in 2015 
! Key Selling point to Merchants: lower transaction fees for 

merchants when comparing to Apple/Google/Samsung Pay as 
well as Credit card payments
" This is made possible by Chase’s deal with Visa to acquire 

part of the VisaNet (now called ChaseNet) to directly 
process transactions of Chase issued Credit/Debit cards

! Previously, it supported both Mobile Payment (using QR code 
via the Chase Mobile Wallet App) for Physical retail store 
purchases as well as online in-app/ website payments

! Discontinued Chase Mobile Wallet App in late 2019 to focus 
online in-app/site payment for merchants instead, i.e. do not 
support physical retail-stores payments anymore !   



Other major US-based Initiatives in
Mobile Wallets/ Payments  (cont’d)

Paypal (since Dec 1998):
! Mainly focus on supporting online shopping and P2P payments via in-

app/website payment option for merchants using Paypal
! Users can refill Paypal account via credit-card or by linking it to the their

bank account (and then conduct transfer using ACH)
! Users can link Paypal account with Google Pay (instead of linking to a credit 

card) to enable physical retail store purchases  
! Main revenue sources: help Merchants to receive payments in a user-

friendly, yet cost-effective manner (as comparing to get paid via credit cards)
! Also provide other payment management services, e.g. fraud detection, 

seller protection, financial reporting. Paypal also offers a Mobile Point-of-
Sale services for Merchants to receive credit-card, Google/Apple/Samsung 
Pay payments at physical stores  

! Paypal also acquired Venmo, an Online Social Networking Payment startup 
via its purchase of Braintree in 2013. Venmo focuses on sending $ or split 
bills between friends & families ; Users must not use Venmo for goods/ 
service purchases online or offline.
More on Paypal in later part of this course



Other major US-based Initiatives in
Mobile Wallets/ Payments  (cont’d)

Amazon Pay (since 2007): 
! More like Paypal to focus on online shopping/checkout purchases by letting 

its customers to pay for goods and services of external merchant 
websites/mobile-apps with their Amazon accounts

! Also had a 6-month trial  of Amazon Mobile Wallet for physical retail 
purchases between 2014 to 2015 but did not continue after the trial

! Opened its first Cashierless “Amazon Go Grocery” in Seattle in Feb 2020
" Customers just present their QR code from an Amazon Mobile App for scanning 

upon entering the store, picking up the goods they want and then leave
! https://www.mobilepaymentstoday.com/news/amazon-debuts-first-go-grocery-store/

! Started to sell Just-Walk-Out, the set of Cashierless Technologies Amazon 
developed for its own Go Grocery stores to other brick-and-mortar retailers 
since early 2020 ; https://www.reuters.com/article/us-amazon-com-store-technology/amazon-
launches-business-selling-automated-checkout-to-retailers-
idUSKBN20W0OD?feedType=RSS&feedName=technologyNews

" US Retail Union claimed this will eliminate 16 million retail jobs
" https://www.mobilepaymentstoday.com/news/retail-union-group-calls-amazon-tech-a-

trojan-horse-aimed-at-grabbing-customer-data/

https://www.mobilepaymentstoday.com/news/amazon-debuts-first-go-grocery-store/
https://www.reuters.com/article/us-amazon-com-store-technology/amazon-launches-business-selling-automated-checkout-to-retailers-idUSKBN20W0OD?feedType=RSS&feedName=technologyNews


Payment Media Evolution

© 2012 VeriFone Systems, Inc. 



Comparison of Wireless POS/ Beacon technologies



Reduction of Cross Border Remittance with 
Mobile/ Digital Wallets

Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058



Reduction of Cross Border Remittance with 
Mobile/ Digital Wallets

Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058

(circa 2014)



Payment Media Standards supported by
Different Payment Card Networks



Evolution of QR Code Payment Technologies

© 2012 VeriFone Systems, Inc. 



QR Code Payment Specifications/ “Standards”
! EMVCo

" Loosely regulated standard, strict adherence is not 
required, white label friendly

! mVISA
" Highly regulated standard, strict adherence, copyrighted 

standard
! Masterpass QR

" Highly regulated standard, strict adherence, copyrighted 
standard

! HKMA Common QR code Spec
" based on EMV QRCPS Merchant-Presented QR code 

! Alipay, WeChat Pay, UnionPay QR codes
" Proprietary specifications ; No national standards for 

interoperability

SOURCE: MITSUBISHI

http://www.mitsubishi.co.jp/iccard/index0.html


EMVCo QR Presentation Mode

© 2012 VeriFone Systems, Inc. 



QR Code Payment Architecture
(Merchant-Presented mode)

Source: EMV QR Code Specification for Payment Systems (EMV QRCPS) Merchant-Presented Mode, Version 1.0, June 2017.



QR Code Payment Architecture
(Consumer-Presented mode)

Source: EMV QR Code Specification for Payment Systems (EMV QRCPS) Consumer-Presented Mode, Version 1.0, June 2017.



EMVCo QR Code Payload

Source: Common QR Code Specification for Retail Payments in Hong Kong (Merchant-Presented Mode) HKMA, Ver 1.0, Dec 2017, 



Static QR Code Merchant payment

Source: Common QR Code Specification for Retail Payments in Hong Kong (Merchant-Presented Mode) HKMA, Ver 1.0, Dec 2017, 



Dynamic QR Code Online shopping

Source: Common QR Code Specification for Retail Payments in Hong Kong (Merchant-Presented Mode) HKMA, Ver 1.0, Dec 2017, 



Operation Flow for Mobile Payment Systems
using Time-based One-Time Password

Source: W. Liu et al, State of the Art: Secure Mobile Payment, IEEE Access  Vol. 10, 2019.



Detailed Call Flow of Over-The-Top (OTF) 
Mobile Payment Systems, e.g. Alipay, WeChatPay

CA: Cashier App          MA: Merchant App     MS: Merchant Server    CS: Cashier Server 

Note: Steps represented by “dashed” arrows may not be implemented by all  Cashiers. 



Detailed Call Flow of Over-The-Top (OTF) 
Mobile Payment Systems of Alipay Global

Source: https://global.alipay.com/doc/app/interaction 



Data Interaction of Over-The-Top (OTF) 
Mobile Payment Systems of Alipay Global

Source: https://global.alipay.com/doc/app/interaction 



Too Many 
QR Code Payment Specifications/ “Standards” !
! EMVCo

" Loosely regulated standard, strict adherence is not 
required, white label friendly

! mVISA
" Highly regulated standard, strict adherence, copyrighted 

standard
! Masterpass QR

" Highly regulated standard, strict adherence, copyrighted 
standard

! HKMA Common QR code Spec
" based on EMV QRCPS Merchant-Presented QR code 

! Alipay, WeChat Pay, UnionPay QR codes
" Proprietary specifications ; No national standards for 

interoperability

SOURCE: MITSUBISHI

http://www.mitsubishi.co.jp/iccard/index0.html


Problems with Poor QR Code Payment Interoperability



Mobile Payment Terminals 
at Point-of-Sale (POS)



Visa Europe Mobile POS & Acceptance 

Making payments

A Cardholder uses her phone to:
Enter her card details into a web form
Store her card details (or a token) in a wallet
Store her card details on a secure element 

(e.g. contactless)

Accepting payments

A Merchant uses his phone to:
Accept and process payments from 

customers
He will handle many card payments from 

many customers

Security Considerations for 
Mobile Payment Readers at Point-of-Sale (POS)



Mobile POS & Acceptance 

Threat Axes Vulnerabilities
• Over the channel:

• SMS / USSD
• Voice
• Data: GPRS / 

Wifi / 
Bluetooth…

• Embedded

• The Owner

• Operating System
• Hidden processes 

and applications
• User behaviour
• User interface
• Complexity
• User awareness
• Mobile registration 

and ownership• Mobile Network 
Provider

Threat Axes and Vulnerabilities
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Some not so recent news/facts

• 76% of Android malware profit motivated (Q1 2013)
• HTML5 Framework hacks
• Android Security Squad and Bluebox Security –

“Master Key” attacks
• SIM hack, Security Research Labs
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What exactly are we trying to protect?

! Basically any data whose theft or modification could 
cause financial or reputational harm to the Credit 
card company, its Members and users

! Key assets at risk:
• Cardholder data (CHD): PAN, Expiry date, CVV, 

CVV2
• Sensitive authentication Data: PIN, cryptograms

****
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Q. What can credit card companies/ merchants 
do to secure the mobile phone of their 

customers?
A. Not a lot
• Issuers and acquirers need to cater for hundreds of 

millions of cardholders and millions of merchants
• Mobile Device Management?
• User policies - Enforced AV, restrictive Terms & 

Conditions?
• Enforce certification of handsets against security 

standards?

The reality is that card issuers and acquirers will 
need to take mobile devices as they come

Security strategy must take this into account
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Innovation with tradition 
Criteria for mobile POS & acceptance

Benefits for all
Trusted Credit Card 

Brands

Familiar & trustworthy

User experienceHonour all cards

Chip & magstripe

Security
Lowering standards 
would threaten the 
system
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Visa Europe’s position on mobile 
acceptance devices 

Mobile environment Processor / Point of Decryption

Secure
Hardware
Accessory

Protected in line with Visa’s Encryption & Tokenisation Guidelines
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Mobile POS acceptance solutions NOT permitted by 
Visa Europe (1/4)

!

§Software only solutions with no 
hardware accessory 

§App downloaded on merchant phone
§Card data keyed on merchant phone

– transactions processed as        
e-comm or MOTO

“App” with manual key entry of card data 
on merchant owned mobile device

§Entry of data on a merchant mobile 
device cannot be PCI certified at this 
time

§This also includes PIN entry 
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Mobile POS acceptance solutions NOT permitted  by 
Visa Europe (2/4)

!

Hardware accessory with a magstripe only reader
(Used with a merchant owned mobile device)

§Solutions with a magstripe 
only reader:

– no chip reader
– no PIN pad
– transactions sent as a 

magstripe transaction or 
as a MOTO or e-comm 
transactions

§Europe is a region where chip 
is required so this type of 
solution is not suitable



Visa Europe 113Mobile POS & Acceptance

Mobile POS acceptance solutions NOT permitted by 
Visa Europe (3/4)

!

Hardware accessory with a chip reader but no PIN pad                               
(used with a merchant owned mobile device)

§PIN pad required in Europe so this solution is not 
suitable

§ “Honour All Cards” is a must
– key entry of card data on a merchant phone not 

permitted: magstripe support required

§Solutions with a                               
chip reader:

– no PIN pad
– with or without magstripe
– transactions sent as chip trs. 
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Mobile POS acceptance solutions NOT permitted 
by Visa Europe (4/4)

! Contactless only acceptance

§An acceptance device must “Honour All 
Cards”

§As not all cards support contactless, it is not 
possible at this time to allow contactless only 
devices
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Two Mobile POS acceptance solutions 
permitted (1/2)

115For Visa Europe internal use only

Hardware accessory with chip, magstripe & PIN pad                                                   
(merchant owned mobile device)

§Chip & PIN must be supported
§Magstripe must be supported
§Contactless optional but 

recommended
§Key entry of data on secure PED 

allowed when no other option

§Physical (audio jack, mini USB 
etc.) or Bluetooth connection to 
mobile device

§Security is ensured by PCI 
SRED (Secure Read Exchange 
Data) and point-to-point 
encryption)

or
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Anatomy of mobile card reader security

Security standards
PCI PIN Transaction Security (PCI PTS)
Secure PIN entry
Device hardened against physical & logical 

hacking
Encryption – SRED* module

SRED

* SRED = Secure Read and Encryption of Data. SRED is a hardware 
module for secure key storage & encryption functions 
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Processor/acquirer system
PCI DSS compliant environment

Encryption on the reader removes the 
mobile device from the key areas of risk

Telco / ISP

SRED HSM

Secure 
host
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Mobile POS acceptance solutions permitted by Visa 
Europe (2/2)

118For Visa Europe internal use only

Software based solution/ M-commerce app 
(cardholder mobile device)

§ Card details never entered on merchant 
mobile device
– Secure if back end, registration 

process and permission to use  
protected 

– Refer to Visa Security Best 
Practices for Mobile Payment 
Acceptance Solutions, Version 
2.0 – published in Sept. 2012

http://www.visaeurope.com/ais

http://www.visaeurope.com/ais
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Major Focus / Characteristics

• Consistent and familiar experience for cardholders 
and merchants

• Increase likelihood that cardholders and merchants 
will use Mobile POS acceptance

• Maintain and reinforce the trust in the brand
• Ensure that any exciting new method of payment 

starts secure
• Bringing new players to market
• Reduced costs
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Working with 
industry providers

Mobile POS solutions in EU (circa 2014)

10
European 
markets

7
live 

implementations 

Mobile devices 
allowing low cost 
and easy access 

payments Balancing security 
and integrity 
with ease of 
deployment

200k+ 
merchants by 

2014 
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Quite Different Regulatory and Business
Landscape in the US side



Accept credit cards from Android or iPhone

RECEIPT

SIGNATURE

SWIPE

SOURCE: SQUAREUP.COM









Examples of Mobile POS acceptance 
Providers/ Vendors in US



Examples of
Tablet-based
Mobile POS
Solution Providers
in the US



The Mobile Payment Business



Different forms of Mobile Payment Services
! Mobile Proximity Payments

" This refers generally to contactless payments at the 
Point-of-Sale terminals using a Smartphone

! Remote Purchase using Mobile Device
" This covers payments that take place online, e.g. Internet 

Shopping
! Person to Person (P2P) Mobile Payment 

" Use mobile device to complete fund transfer transactions 
between individuals, e.g. based on email address 
(Paypal, Venmo), Phone number (Payme), Online Social 
Network/ Mobile App Account (Venmo)

! Mobile Banking
" Transfer money between bank accounts, pay bills, control 

spending limits etc.



Mobile Payments 1.0 (in Europe 2000-2005)
! Many early European mobile payment initiatives have failed, 

mainly due to poor usability and lack of availability.
! Mobile payments 1.0 in Europe was dominated by Premium 

SMS
" 20%-40% revenue share for telecom operators
" In 2006, 1 Billion Euros purchased via Premium SMS
" Used by 60% of young consumers

! Better consumer acceptance in niche sectors such as m-
parking
" In Croatia, > 50% of all parking fees were paid by mobile 

phone.
! Europe was far behind Japan and South Korea in mobile 

payment adoption.
Source: Status of Mobile Payments RFID: Europe 2007



Contactless Mobile Payments 1.0 (2008)

Source: Contactless Mobile Payment ITIF Report 2009



Growth of Mobile Payments Adoption in Japan 
(2004-2008)



Mobile Payment 2.0 (2006-2010)

Source: Status of Mobile Payments RFID: Europe 2007



Early NFC (SE-based) Trials/ deployments
in the World (2009)

! Japan with Sony FeliCa, NTT DoCoMo
" Reported to have 10 million mobile credit card 

customers
! StoLPan (Store Logistics and Payment with NFC)

" Pan-Euro consortium supported by EU’s 
Commission’s Information Society Technologies 
program

! Visa launched NFC trial in Brazil
! Citi launched NFC trial in India 
! Telefonica launched O2 Money, ready to deploy NFC
! Nokia Money

" 41 NFC-related trials and launched in Asia Pacific 
region by 2009.

Source: Architecture & Development of NFC applications – Smart University 2009



The Rise of Mobile Payments 
in China 

(2009 onwards)



China’s shift to Smartphones



Number of Chinese Online Shoppers
(in millions)



Driving forces behind Mobile Payments in China



The Rise of 
Super Apps 
in China



Growth of user base of Alipay vs. WeChat

Chinese Mobile Payments Surge 61% YoY in 2018: PBOC Report



Proximity Mobile Payment Users and Penetration 
in China

Chinese vs. US  Adoption Comparison: 
In 2017, 76% Chinese vs. 25% US smartphone users
had made a mobile POS purchase ;  
61.8% such transactions globally are Chinese





Market Share of different types of 
Payment Cards in US (2017)



Average Transaction Amount of 
different types of 

Payment Cards in US (2017)



Mobile Shopping Share in China



Mobile Payment > 50% across all retail sectors





Mobile Payment via Non-Bank Services/ Apps



40% of Chinese Regularly carry < 100 RMB cash



52% of Chinese use Cash for 
< 20% of their monthly consumption



How Long can one survive with < 100 RMB in Cash ?



How does one feel if he/she does not carry any cash ? 



How does one feel if he/she does not carry any cash ? 



Users’ Reception of the Cashless Lifestyle by Region







! Alipay (circa Jan 2019)
" 520 million registered users, 450 million active.

! WeChat Pay (from Tencent) (circa Jan 2019)
" 800 million+ active users

! China UnionPay (CUP or just UnionPay)
" 16 million merchants in Mainland China
" UnionPay app works in 48 countries and regions
" UnionPay QR code payment available in 32 countries and regions 

outside Mainland China
" UnionPay app users can also do tap-and-go payments at over 2.8 

million POS terminals in 37 countries and regions. 
" Since UnionPay is part of EMVco,  UnionPay issued credit cards 

can be added to Apple/Samsung/Google Pay, as well as using 
Contactless payment at 19 millions POS terminals worldwide. 

Top 3 Online/Mobile Payment Providers in China



Services of Mobile Payment Providers



Summary Comparison (circa 2019)



Source: S&P Global Market Intelligence: 
https://www.spglobal.com/marketintelligence/en/news-insights/research/who-uses-
chinas-mobile-payment-systems



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Source: S&P Global Market Intelligence



Alipay
! 3 types of Alipay Customer/ Client accounts, each with different User 

Authentication/ Account Registration requirements:

! Users need to provide different types of information to the system to help them be 
classified into three categories. Sign-up steps include: filling a personal information 
questionnaire, Uploading a picture of the user’s ID card and binding to his/her bank 
card. 

! Alipay keeps the User name, Gender, Address, Contact Info and State ID number on 
file. 

! Serves ~50% of all Small and Medium-sized enterprises (SMB) in China
" boasts it so-called 310 program: 3-min application, 10-min approval and Zero 

human interaction.

Account 
Type

Payment 
Service

Payment 
Limit 

Authentication
Method

Type 1 Consumption
Transfer

1,000 RMB
in total

At least one online authentication 
channel 

Type 2 Consumption
Transfer

100,000 RMB/ 
a year

Face-to-face authentication/  At least 
three online authentication channels 

Type 3 Consumption
Transfer

Investment

200,000 RMB/ 
a year

Face-to-face authentication/  At least 
five online authentication channels 





Market Power of Chinese Digital Finance Platforms



Rate of Mobile Payment Transactions:
US vs. China



WeChat is catching up on Payment services



The Evolution of WeChat and Status (circa 2016)



Presence of WeChat (circa 2016)



Wechat’s user grown over time



No. of monthly active WeChat users from 20112Q to 20193Q
(in millions)

Number of active WeChat messenger accounts Q2 2011-Q3 2019

Note: China; Q2 2011 to Q3 2019; MAU of Weixin and WeChat
Further information regarding this statistic can be found on page 8.
Source(s): Tencent; China Internet Watch; ID 255778
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The Story of WeChat Pay and Smart Life



Red Packet Campaign in CNY eve
contributed to rapid growth of WeChat Pay

WeChat also provided coupons and red packet incentives for offline purchases.



Red Packets as the Marketing tool



Growth of WeChat Pay vs. WeChat









Alipay vs. WeChat



Alipay vs. WeChat Pay



Mobile Payments by Value



Digital Payment Growth in China





Wechat’s user grown over time



Wallet GUI Comparisons



Strength Comparison in Service Sectors



Comparison of Major Mobile Payment Systems

Source: W. Liu et al, State of the Art: Secure Mobile Payment, IEEE Access  Vol. 10, 2019.



Presences of Chinese Digital Finance Platforms
in different Service Sectors





Overseas Investments/ 
Cross-border Expansion





Recent Mobile Payment Landscape Worldwide



Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058

! As of Jan 2019, 1 Billion+ Active Mobile Digital Wallet users worldwide
" One-in-Five connected users
" Transactions averaging 9 Billion US$ per day 



E-Wallet Global Usage (circa 2020)

Source: Zooz.com ; https://www.zooz.com/post/ewallets-what-are-they-and-should-merchants-add-them-to-their-payment-offering



Mobile Digital Wallets Worldwide (circa Jan 2019)

Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058

! China has 1.2 Billion vs. US’s 110 million mobile wallets
! India counts around 450 million e-wallet users shared between companies like  

Paytm, Freecharge, Mobikwik, Airtel Money
! Singapore has 25% of its 5 million population using digital wallets, e.g. PayNow

(launched 2017) has over 1.6 million users, 9 participating banks.
! South Korea has 40 million mobile wallet users, with 20 million fiat wallet users ; 10 

trillion KRW exchanged through mobile money transactions
" Kakao Pay is from one of S.Korea’s largest chat apps (220 million users) ; with 

20 million active users of its digital wallet.
" Naver Pay with 4.5 monthly active users ; fee structures capped at 0.8% per 

transaction.
" Recent unicorn Toss has 10 million users

! Thailand has its 40-million-user PromptPay (launched by Bank of Thailand)
" Use same tech as Singapore’s Paynow, allowing instant transfer using real-time 

payment switch from Vocalink technology ; 
" Line Pay, True Money and AirPay.

! Malaysia (20M), Myanmar (2M), Vietnam (10M), Indonesia (20M), Philippines (10M)
! Africa has 40 million mobile wallet users
! Russia has 100 million digital wallet users: Yandex Money (40M+ users)







European Digital Wallet Landscape (circa 2017)

Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058



Reduction of Cross Border Remittance with 
Mobile/ Digital Wallets

Source: https://medium.com/mobiletopup/digital-cash-is-here-say-goodbye-to-your-wallet-ec57b2c48058



Hong Kong Digital Payment Landscape 

Source: Fintech News Hong Kong, Sept 2016.

Regulatory Framework: Licensing Requirements for SVF in Hong Kong 



Hong Kong Digital Payment Landscape (cont’d) 

Source: Fintech News Hong Kong, Sept 2016, https://fintechnews.sg/5321/mobilepayments/first-5-licensed-players-in-hong-
kong-digital-payment-landscape/



Mobile Payment’s Impact on
the Business of Conventional Banks



Source：“Why China’s Payment apps gave US Bankers nightmares,” Bloomberg Report, May 2018.
https://www.bloomberg.com/graphics/2018-payment-systems-china-usa/ 







Source： “Why China’s Payment Apps gave US Bankers Nightmares”，Bloomberg, May 2018
https://www.bloomberg.com/graphics/2018-payment-systems-china-usa/ 

Related Story: 
https://www.bloomberg.com/opinion/articles/201
9-03-10/pboc-s-move-to-control-alipay-wechat-
pay-deposits-is-power-grab



Major Ideas
! Tussles among different participants in a Mobile Payment Ecosystem / Value Chain

" Alternative system architecture has great implications on business model and 
controlling rights !

! Liberation of Mobile Payment Realization from SEIs/ TSM via NFC-based Payment 
Card Emulation 
" The so-called NFC-based mobile payment goes far beyond yet another options 

for payment media/ communication technologies
" Key is to enable a mobile device to emulate one or more Contactless Payment 

Cards, i.e. to become a Mobile Digital Wallet 
! Secure-Element (SE)-based vs. Host-based Card Emulation (HCE)
! Implementation options of HCE: eSE vs. TEE vs. Cloud-based

! Tokenization to further enhance Payment Card Emulation security
! QR Codes as yet-another Payment Medium beyond wireless/ NFC
! Security Considerations for Mobile Payment Terminals at POS
! The Rise of Mobile payments in China: 

" Growth, User-bases & Services offered by Alipay vs. WeChat Pay vs. UnionPay
! The Rise of Mobile Digital Wallets Worldwide
! Impact on the business of Conventional Banks


